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The following network controls specification is a full performance and functional description of a controls system. It does not mandate any particular technology, standard, or implementation definition. It does clearly define the system performance and functional requirements necessary to ensure the following: 

· Delivery of an open, interoperable system

· Delivery of a fully serviceable system where the owner “owns” their system

· Removes the typical vendor closed proprietary system elements

· Ensures the controls contractor delivers a working system in which the owner has all of the training, software, and tools to perform their own maintenance, upgrades and service if they should choose to do so.

· Provides a path for fair competitive bidding on multiple phases of the system

· Provides for competitive bidding on the initial installation of the system as well as future service contracts

This specification is part of a complete engineering specification and is not intended to define all of the system sequence of operations, control system integration elements, or user interface requirements. This should be added per the individual system requirements. Several additional sections are referenced here and should be included elsewhere in the spec such as the host operator workstation requirements, IT integration requirements, and Enterprise system integration requirements.
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1. Project Description and Scope

1.1. This section defines the Basic Materials and Methods provided by the Controls Contractor and used in the installation of network control products to provide the functions necessary for control of the various systems on this project. Please be advised that the requirements of this specification will be strictly enforced. Systems that do not meet the requirements of the specification as outlined below will not be accepted.
1.2. The control system shall utilize an open, industry standard networking communication protocol and network management system to provide direct access to each device. All messaging on the system shall provide direct peer-to-peer communication capability and provide for device level interoperability. The system shall implement a logical flat, physically tiered architecture model in order to ensure interoperability and remove any closed system elements. 
1.3. No closed network communication elements will be allowed and will be strictly enforced. No non-open communication to devices from network tools, host interfaces, or enterprise level applications will be permitted.

1.4. All data flow on the network shall be fully published and documented. No vendor specific closed communication will be allowed.

1.5. The system shall consist of interoperable devices, standard routers, standard network interfaces, standard IP communications (if required), and open user interfaces. No closed system components will be permitted including custom gateways (unless expressly defined below), logically tiered hardware or software architecture elements, or closed system tools.

1.6. All systems and subsystems shall be capable of being serviced and maintained internally or by a third party service organization. Under no circumstances shall any hardware or software be implemented such that the property will not be able to provide access to a service organization of our choice.

1.7. The contractor shall supply all hardware, software, databases, configuration tools, commissioning tools, analysis tools, and software plugins on this project to the owner. All tools shall be properly licensed and conveyed. All original software, software keys, and licenses shall be conveyed such that the owner shall have full access and usage rights to all components.

1.8. The contractor shall follow all industry standards and relevant guidelines for the control network, device selection, network wiring, configuration, and commissioning. 

1.9. This project may be part of a multi-phase project and, as such, nothing delivered shall force the owner to require contracting to the original contractor for future phase work. All elements of the control system shall be delivered such that any alternate contractor will be able to add, modify, or enhance the existing system without the need for the original contractor. 

1.10. All hardware supplied shall be available for purchase directly by the owner or the owner’s agent at industry completive pricing for future spare parts. The owner shall have the right to purchase spare parts at any time directly from the contractor or the contractor’s assigned agent without the need for any future integration contract. 

1.11. The contractor shall demonstrate their ability and intent to fully complete this project as specified. No alternate bids or exceptions will be accepted. The contractor shall demonstrate their knowledge, ability, and experience in providing the system as specified. 

2. Definitions

2.1. Alarm: Notification of an abnormal condition.

2.2. Algorithm: A logical procedure for solving a recurrent mathematical problem.

2.3. Analog: A continuously varying signal value (temperature current, velocity, etc.)

2.4. Application Generic Controller (AGC): A networked device or node that contains a complete, configurable application that is generic in nature and suited for various control tasks. The device manufacturer produces this application. The manufacturer exposes a high number of network variables and configuration properties on the device to allow the specific use of the device to be configured with network tools.

2.5. Application Specific Controller (ASC): A networked device or node that contains a complete, configurable application that is specific to a particular task. This application is normally produced by the device manufacturer and contains a number of configuration parameters that may be adjusted by network tools.

2.6. Binary: A two-state system where an "on" condition is represented by a high signal level and an "off" condition is represented by a low signal level.

2.7. Bridge: A device that routes messages or isolates message traffic to a particular segment sub-net or domain of the same physical communication media.

2.8. Building Automation System (BAS): The complete facility control system comprised of all mechanical system automation, and automatic temperature control, etc., as defined in the contract documents. The BAS is built upon a single network infrastructure. This infrastructure may include field wiring, control network wiring, routers, bridges, raceways, and interfaces as required connecting all subsystems and devices.

2.9. Channel: A physical media serving a number of nodes. All nodes on any given channel ‘hear’ messages produced by other nodes on the channel. The network configuration and node application program determines whether or not a device responds to the messages.

2.10. Control Unit: A control product that handles multiple inputs and outputs and more than one control loop. May utilize a supplemental general-purpose microprocessor in addition to the Neuron chip to perform additional functions or software applications.

2.11. Control Wiring: Includes conduit, wire and wiring devices to install complete control systems including motor control circuits, interlocks, thermostats, EP and PE switches and like devices. Includes all wiring from Intelligent Devices and Controllers to all sensors and points defined in the input/output summary shown on the drawings or specified herein and required to execute the sequence of operation.

2.12. Custom Application Controller (CAC): Programmable control product that incorporates solid-state components based upon the an industry open standard protocol to perform control loops or functions. The application in the controller is custom software produced by the Control System Contractor specifically for the project. These applications shall conform to the functional requirements and interoperability standards. Complete documentation including object diagrams, device resource files, and device external interface description files must be submitted when such devices/controllers are used.

2.13. Deadband: Temperature range over which no heating or cooling energy is supplied, such as 72-78 degrees F, or 19-23 degrees C as opposed to single point changeover or overlap.

2.14. Device External Interface Files: The external interface file of a device defines the product’s network data, message tags, and hardware related parameters.
2.15. Device Resource File: A device’s detailed information file describing any specific interfaces, configuration, and self documentation in a file that are required to display manufacturer’s defined network data types or configuration parameters correctly.

2.16. Distributed Control: A system whereby all control processing is decentralized and independent of a central computer.

2.17. Diagnostic Program: A machine-executable program with instructions used to detect and isolate system and component malfunctions.

2.18. Domain: A domain is logical collection of nodes on one or more channels. Communications can only take place among nodes configured in a common domain; therefore, a domain forms a virtual network. Multiple domains can occupy the same channels, so domains may be used.

2.19. Gateway: A device that contains an I/O software mapping to translate data from one protocol to another protocol. 

2.20. Graphical User Interface (GUI): A graphical subset of operator interfaces.

2.21. HVAC Control Systems: The complete Control System comprising User Interface, routers, gateways, repeaters, Control Units (CU), software, portable operators terminals, network communications wiring and raceways, and required field hardware, etc.

2.22. Intelligent Devices: A control networking device that is configured to provide control over a single control loop or to monitor a single or multiple control variable(s); incorporates solid-state components based upon an open protocol to perform dedicated functions (ex: actuators, sensors, and switches). 

2.23. Man-Machine Interface (MMI,  HMI – Human Machine Interface, or GUI – Graphical User Interface): A graphical, object-oriented method by which an operator is capable of communicating with the system. The Man-Machine interface allows the operator to manage, control, monitor, and configure the system.

2.24. Network: A system of distributed control devices that are linked together on a communication bus. A network allows sharing of point information between all control devices. Additionally, a network may provide central monitoring and control of the entire system from an MMI/GUI.

2.25. Node: An intelligent device attached to the network. Usually falls into one of the following categories - sensor, actuator, ASC, AGC, CAC.

2.26. Operator Interface: A device combination of hardware and software, (PC, laptop or display terminal) which provides client access to the control system, primarily used for network management, configuration, and diagnostics.

2.27. Operating System (OS): Software which controls the execution of computer programs.

2.28. Peripheral: External devices used o communicate to and from a computer. Peripherals include CRT, printer, hard drives, disk drives, modems, etc.

2.29. Plugin: A software utility that can be launched by any standard network management tool to facilitate the configuration and commissioning of one or more network control devices.
2.30. Point: Group of data, which corresponds to a single hardware input, output, or calculated value.

2.31. Portable Operator's Terminal (POT): Laptop/tablet device that allows local and remote access to the local control network.

2.32. Repeater: A hardware device that repeats network communication message on a channel without filtering. Repeaters are typically used to extend the wire length of a channel.
2.33. Router: A device that routes or forwards messages destined for a node on another subnet or domain of the control network. The device controls message traffic based on node address and priority. Routers may also serve as communication bridges between different channel media. (i.e., powerline, twisted pair, Ethernet\TCP\IP)

2.34. Segment: A set of channels connected by bridges or repeaters. A node sees every packet from every other node on its segment.

2.35. Sensor: Device capable of measuring the condition or value of a variable.

2.36. Software: Programs and routines used to extend the capabilities of computers hardware.

2.37. Subnet: A subnet is a logical collection of nodes within a domain. Multiple subnets can be defined within a single domain. All nodes in a subnet must be on the same segment. Subnets cannot cross-intelligent routers.

3. Abbreviations
3.1. AGC

Application Generic Controller

3.2. ASC

Application Specific Controller

3.3. BAS

Building Automation System

3.4. BMS

Building Management System

3.5. CAC

Custom Application Controller

3.6. COS

Change of State

3.7. CPU

Central Processing Unit
3.8. CSI

Certified System Integrator
3.9. DDC

Direct Digital Controller

3.10. DPR

Damper

3.11. DPU

Digital Point Unit

3.12. DRF

Device Resource File

3.13. DWGS 
Drawings

3.14. EMCS 

Energy Monitoring Control System

3.15. EP

Electric-pneumatic

3.16. FAS

Facility Automation System
3.17. FPB

Fan Powered VAV Box

3.18. FPM

Feet per minute

3.19. FACP 

Fire Alarm Control Panel

3.20. FCC

Fire Command Center

3.21. FMS

Fire Management System

3.22. GPM

Gallons per minute

3.23. GUI

Graphical User Interface

3.24. HVAC 

Heating, Ventilating and Air Conditioning

3.25. ITC

Intermediate Telecommunications Closet

3.26. I/O

Input/Output
3.27. MSI

Master System Integrator
3.28. NFPA 
National Fire Protection Association

3.29. OI

Operator interface

3.30. OS

Operating System

3.31. OWS

Operating Work Station

3.32. PE

Pneumatic-electric

3.33. PID

Proportional Integral Derivative

3.34. PRV

Pressure Reducing Valve

3.35. PSI(g)

Pounds per square inch (gauge)

3.36. RAM

Random Access Memory

3.37. SCADA
Supervisory Control and Data Acquisition System

3.38. TCS

Temperature Control System

3.39. TCC

Temperature Control Contractor

3.40. UL

Underwriters’ Laboratory

3.41. VAV

Variable Air Volume

3.42. VCS

Voice Communication System

3.43. WC

Water Column

4. Control Devices

4.1. Communications media
4.1.1. Transformer isolation – all devices shall be isolated from the network using a transformer isolated transceiver capable of common mode rejection to ensure network reliability and that a power surge on the communication buss will not take down the entire network.

4.1.2. All devices shall implement polarity insensitive transceivers in order to reduce miss-wiring.

4.1.3. Devices using twisted pair wiring shall operate at the same bit rate (minimum of 78Kbps) to ensure interoperable device to device communication.

4.2. Communication protocol

4.2.1. International Standard Protocol - Devices shall utilize a common ISO/IEC listed open communication protocol. All devices on the network shall implement the full protocol stack. No partial or limited protocol stack implementations will be accepted in order to ensure reliable full communication between devices, improve installation time, and reduce field engineering.
4.2.2. Network security – all devices shall implement a native communication security mechanism such as device authentication at the device level to prevent unauthorized access on the network.

4.2.3. All devices shall implement peer-to-peer communication protocol. No master slave protocol implementations will be acceptable. Reduce single point of failure. 
4.3. Device Network Management

4.3.1. All devices shall be configurable via an open network management tool. No explicit addressing will be allowed in order to prevent proprietary devices being installed on the open network.

4.3.2. Devices shall not implement the use of DIP switches for network addressing in order to prevent miss-addressing.
4.3.3. All devices shall include a unique physical node address stored on non-volatile memory on the device to prevent the possibility of two devices having the same address and causing network communication problems.

4.3.4. All complex devices shall be delivered with a device software configuration plugin capable of being run from any standard network management tool. No proprietary configuration communication mechanisms will be allowed. Plugin software shall be supplied for each device. A backup of all plugin software for each device shall be provided on optical media.

4.3.5. All devices shall be capable of identifying themselves via a visual indicator if requested to by a network management or commissioning tool. 

4.3.6. All devices configuration and applications shall be able to be updated over the network. In no cases shall a device have to be physically removed from the network in order to be updated with new software or configuration. 

4.4. Programming of Devices
4.4.1. Programmable devices shall be programmed with an openly available programming tool.

4.4.2. Device programming tools shall be fully licensed and conveyed at contract sign off. 

4.4.3. Programmable devices shall follow open standard interoperability guidelines. No closed or proprietary interfaces to programmable devices will be allowed.

4.4.4. Once programmed a programmable device shall interoperate as any other application specific device on the network. No closed or proprietary communication to programmable devices will be allowed.

4.4.5. Field programmability of devices must be provided.

4.4.6. Device programming tools shall be able to run on the

4.4.6.1.  Operator Workstation (see Operator Workstation Computer requirements) 

4.4.6.2. ALTERNATE: notebook computer and shall be provided by the contractor.

5. System Infrastructure

5.1. Wiring

5.1.1. The network infrastructure shall consist of a two wire, polarity insensitive twisted pair network. All devices shall connect directly to the twisted pair network as peers. No home run wiring will be acceptable.
5.1.2. Wiring capable of bus, start or loop wiring with single termination when wired in a “free wiring” setup. Bus wiring may be used to extend the length of the network where appropriate. Double termination is required if bus networking is used in order to improve network communication reliability
5.1.3. Network wiring shall consist of a twisted pair, unshielded, polarity insensitive structure such that wiring issues are minimized.
5.1.4. Wiring lengths shall conform to the industry published guidelines with a minimum of 20% headroom on each segment in order to allow for future network enhancements. Example: If the network wiring guidelines call for a maximum of 500 meters per segment, wiring shall consist of 20% less than 500 meters or a total of 400 meters.

5.1.5. The maximum number of devices per wiring segment shall be 80% of the published maximum in order to provide for future expansion. Example: if the published wiring guidelines allow for 64 devices per segment, the maximum allow will be 80% of 64 or 51 devices maximum. 

5.2. Connectivity

5.2.1. Network segments shall be connected by a standard layer-3 transparent router. No gateways or application specific routers will be permitted to reduce the engineering customization and proprietary hardware interfaces.

5.2.2. Logical network routers shall have the capability of forwarding and blocking messages relevant for each segment of the network in order to maximize network traffic capabilities. 

5.2.3. A maximum of one (1) physical layer repeater is allowed per segment in order to extend the length of the segment. The maximum number of nodes on the segment shall not exceed the defined limits including future expansion limits.

5.2.4. A network interface shall be provided at each connectivity point to a host computer. The network interface shall be configured in the same manor as any other device on the network. No Master/Slave interfaces are allowed to reduce the potential for single point of failure and heavy traffic loading.
6. Network Management

6.1. All devices on the network shall be installed by a single, common, network management tool. 
6.2. Network management tools shall create one common network database for all devices within the domain (system). An accurate, up to date copy of the network management database shall be delivered on optical media at contract sign off.
6.3. The network management tool shall run on a Windows PC and be provided with the current software version. A fully licensed version of the software shall be conveyed at contract sign off including any license keys or software security. The software shall be the property of the owner. All rights to use the software shall be properly conveyed to the owner.

6.4. Provide a computer system according to the guidelines in section (XX) which shall properly and fully run the network management software, store the network database, and provide full configuration capability of all devices on the network.
6.5. Complex devices shall be configured using a network management software plugin in order to improve the commissioning time of each device.

7. User Interfaces
7.1. Contractor shall provide an operator workstation running a current version of the Windows Operating Systems. See specific hardware configuration in Section XX
7.2. The operator workstation shall have the ability to monitor, control, diagnose, and display all data as defined in the Points List which are indicated as: Monitored, Controlled, Displayed, Trended, Alarmed, Override, or Reported.
7.3. An operator software package shall provide the ability to monitor, control, trend, alarm, and override points as defined in the Points List.
7.4. All host computer software shall be fully licensed. Software shall include original Optical Media of each application. All applications shall be property of the project owner. All software keys, licenses, dongles, etc. shall be conveyed at contract sign off. 
7.5. Host software shall not have an closed (non-open) interface to any hardware. No explicitly addressed communication will be allowed. All communication to devices shall follow industry open standards. No vendor lock-in will be allowed.
7.6. The contractor shall prove and verify that all host software to hardware communication is open and interoperable to the satisfaction of the owner/engineer.
8. IP and Enterprise Connectivity
8.1. The control network shall interface and connect to the data network using industry standard interfaces. No proprietary closed interfaces will be allowed.
8.2. Data connections from the control network to the data network shall use standard protocol tunneling mechanisms to ensure data integrity. Protocol translators that modify the data values, ranges, resolutions, will not be accepted.
8.3. Contractor shall supply all necessary data network elements needed to ensure a fully functioning system including tunneling routers, network interfaces, firewalls, switches, IP routers. 
8.4. Contractor shall interface with owners IT department to define any and all IP needs for this system.
8.5. Connectivity to the enterprise network shall ensure data integrity, reliability, performance, and security. Contractor to interface with owners enterprise personnel to ensure system functionality. Details of the enterprise and data network requirements are defined in a separate section of this spec.
9. Network Reliability

9.1. Provide a comprehensive analysis of all control networking capabilities showing that all communication is in acceptable ranges. Provide a network analysis summary for each channel for a typical 24 hour period during system full operation showing that all communication is within acceptable limits and that there are no network sizing issues, device communication issues, wiring issues, or bandwidth issues.

9.2. Deliver a fully licensed network analysis tool as part of the system with completed documentation and demonstration on its use.

10. Security

10.1. The system shall employ a high degree of network security in order to prevent tampering.

10.2. Control Network

10.2.1. Each controller on the control network shall incorporate a network security algorithm at the protocol layers such as message authentication or message encryption. 
10.2.2. Devices with high degree of security shall have the option to have their security feature enabled. Other devices shall have the option to turn off their security process in order to improve system performance. 

10.2.3. The system detailed points list shall define which network communication elements shall employ the communication security.

10.3. Data Network

10.3.1. The data network shall follow standard Ethernet TCP/IP security protocol options such as firewalls, ND5, HTTPS, secure socket layer and more. Refer to the data network requirements.

11. Warranty

11.1. The contractor shall provide a full and complete system warranty for a period of one (1) year commencing after final project sign off. 
11.2. Contractor warranty shall provide full system functionality, parts replacement, labor, software and hardware upgrades necessary in to ensure full system functionality during the warranty period.
12. Service 
12.1. Contractor shall provide service contract costing for 3 years after the end of the warranty as a separate cost. Service contract costs must be defined as an annual cost for full servicing. This cost shall be defined as an annual cost for years 1, 2 and 3 separate from the initial installation bid.
13. Serviceability
13.1. The contractor shall provide a fully serviceable system with complete access to all system components, controllers, sensors, actuators, panels, wiring junction boxes. All elements of the system must be accessible by maintenance staff. 
13.2. Ensure all cabinets, enclosures, and installations are accessible without hindrance. Provide all cabinet keys with clear indications to their location.

13.3. No contractor or vendor proprietary service tools will be allowed. All service tools shall be included as part of this bid.
14. Training
14.1. Training shall be provided on the full operation of the control system.

14.2. Training shall be provided for all network management, commissioning tools, and network diagnostic and analysis tools.

14.3. Training shall be provided on the system architecture, basic protocol capabilities, and servicing of the system
14.4. Training shall be provided on all device configuration and programming tools

15. Integrator Qualifications

15.1. The network system integrator shall be Certified System Integrator according to published proficiency requirements and industry best practices. Integration contractor shall provide a copy of their credentials. 

15.2. The network system integrator shall employ at least two Certified Professionals. Provide the credentials of at least two employees who will be responsible for this project. Credentials shall demonstrate industry best practices for proficiency in the core networking technology provided and shall be up to date. 

15.3. Provide training certificates from key personnel responsible for this project showing class taken and completion date.

15.4. Provide professional resumes for all key personnel responsible for this project.

15.5. Provide at least two similar prior job examples demonstrating a competent level of knowledge, proficiency, and experience.

15.6. Integrator shall be fully licensed to perform the intended work. Provide a copy of any and all relevant contractor licenses.

16. System Functionality
16.1. Deliver a fully functioning, complete, serviceable system. 
16.2. All devices shall be fully programmed and commissioned and all systems and subsystems shall be demonstrated to be fully operational.
END OF SECTION
