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"While traditional information systems generally 

prioritize Confidentiality, then Integrity, and lastly 

Availability, control systems and IoT usually prioritize 

Availability first, then Integrity and lastly Confidentiality.“

Draft NISTIR 8200 Interagency Report on Status of International Cybersecurity Standardization 

for the Internet of Things (IoT)



"...there is a small - and rapidly closing - window to 
ensure that IoT is adopted in a way that maximizes 

security and minimizes risk. If the country fails to do so, it 
will be coping with the consequences for generations.“

US National Security Telecommunications Advisory Committee, ("NSTAC")



Notable Cybersecurity BreachesNotable Cybersecurity Breaches



Texas Cyber Attacks, August 2019



Lake City Cyber Attack, June 2019



Riviera Beach Cyber Attack, June 2019









Fines, Penalties & CostsFines, Penalties & Costs





British Airways & Marriott GDPR Fines



Facebook FTC Fine



Atlanta, Georgia Cyber Attack, March 2018



Atlanta, Georgia Cyber Attack, March 2018

• In January 2018 an audit warned that the city’s IT department lacked some 
basic security features and there was no adequate plan for dealing with an 

attack

• 22nd March 2018 the SamSam Ransomware attack took place via Brute 
Force Attack

• US$9.5m in recovery costs

• US$9.5m in additional ongoing annual cybersecurity costs

• Unquantified operational costs

• 1/3 of 424 software programs offline, (30% “mission critical”)

• City Attorney’s office lost 71 of 77 computers with 10 years’ of records

• 16 years’ of municipal records lost forever

• Police dashcam video lost never to be recovered



Legislation & Regulations



Australian Legislation

Notifiable Data Breaches, (“NDB”)



Since 22nd February 2018, organisations with a turnover 

of $3million or more fall within the scope of the new 

Privacy Act measures requiring mandatory notification of 

cybersecurity breaches.

Penalties for breaches are currently $1.7 million for 

organisations with revenue of over AUD$3 million 

annually, and AUD$340,000 for individuals.

NDB Penalties – Australia



General Data Protection Regulations, (“GDPR”)



GDPR Breach Penalties 

Data controllers and processors face administrative fines of:

•Up to €10 million or 2% of annual global turnover for infringements of 

articles:

• 8 (conditions for children’s consent);

• 11 (processing that doesn’t require identification);

• 25–39 (general obligations of processors and controllers);

• 42 (certification); and

• 43 (certification bodies).

•Up to €20 million or 4% of annual global turnover for infringements of 

articles:

• 5 (data processing principles);

• 6 (lawful bases for processing);

• 7 (conditions for consent);

• 9 (processing of special categories of data);

• 12–22 (data subjects’ rights); and

• 44–49 (data transfers to third countries).



It is crucial for organisations outside of the EU that may from time 

to time engage in sharing of data realise that the GDPR is to 

protect data belonging to EU citizens and residents. The law, 

therefore, applies to organisations that handle such data whether 

they are EU-based organisations or not. This legal mechanism is 

known as “extra-territorial effect.”

GDPR – Extra-territorial Effect



US FTC Privacy & Data Security



US FTC Privacy & Data Security Penalties 

The FTC administers a wide variety of laws and regulations, including the Federal Trade Commission Act, Telemarketing Sale Rule, Identity Theft Act, Fair Credit 

Reporting Act, and Clayton Act. In total, the Commission has enforcement or administrative responsibilities under more than 70 laws.



Reference Documents







Sources of Data Breaches
All Sectors from 1 April 2018 to 31 March 2019 



Cyber Incident Breaches
All Sectors from 1 April 2018 to 31 March 2019 



Human Error Breaches
All Sectors from 1 April 2018 to 31 March 2019 



Top Reporting Sectors
All Sectors from 1 April 2018 to 31 March 2019 



Number of Individuals Affected by Breaches
All Sectors from 1 April 2018 to 31 March 2019 



Key Actions to Combat Cyber 

Attacks & Data Breaches



Cyber Security Check List
 Do we have Firewalls? What are the specific details?

 Do we have password management procedures? What are they?

 Do we protect all personally identifiable information through encryption?

 Are all laptops, phones and USBs password protected?

 Do we outsource handling of personally identifiable information, or store it in the 

cloud?

 Do we auto-update spyware and cybersecurity software?

 Are all business-critical systems and data information assets backed up to a second 

location, (eg. mirrored servers)?

 Have we had an audit of data security systems?

 If our IT network fails what would be the best impact on the operation of our 

business?

 Do we have a written data security policy and procedures communicated to all 

employees and do employees receive annual security awareness training?



 Are we aware of any claims or circumstances that may be pending?

 What types of information do we hold, (eg; customer information, credit card 

numbers, 3rd party trade secrets or IP, medical or health care data, staff data)?

 Do we have a dedicated responsible person for data and IT management?

 Do we have a disaster recovery plan and/or business continuity plan and has it been 

tested in the last 18 months?

 Does our network include redundancy, resilience of any description to mitigate 

system interruptions or failures?

 Do we control or limit employee’s ability to remove data from network or office?

 Does our website use web applications?

 Do we use monitored intrusion detection or intrusion protection systems?

 Are we aware of any instances of network intrusion highlighted in a security audit?

 Have we had unforeseen downtime to our servers of network of more than 12 hours?

Cyber Security Check List
(Continued)



 If we lose our system how long would it take us to get back up running?

 Do we require passwords to be changed regularly?

 Do we allow remote access to our internal network?

 Are all new payees and changes to existing payees’ banking details authenticated with 

the client?

 Do transfers over 10K require a second signature or supervisor signoff?

 Are we entrusted with 3rd party funds?

 Have we ever suffered a crime of fidelity or computer crime loss?

 Do we have any joint ventures or consortia in place?

 If we lost our system how long would we want business interruption cover for?

Cyber Security Check List
(Continued)



1. Contain

2. Assess

3. Take Remedial Action

4. Notify

5. Review

Summary Guidelines



5 key focus areas are highlighted in the OAIC NDB Scheme 12-

month Insights Report:

1. Your people and the role of training

2. Preventative technologies and processes

3. Preparation

4. Assessment of harm

5. Post-breach Communication

OAIC Notifiable Data Breach Scheme

12-month Insights Report


